






SECURITY

R E

'2. FiI;E-,.Tf5-;·---~)

------
3. REPORT NUf,1B.c;R: 007

________~_M__ DEP-"l\.F~TMEl\JT OF HOMELA~D

ICE
<1.JNAPPROVED>

P 0 R T 0 FIN V EST
CON TIN U A T I

r GAT TON
C 1\

1. 2

BhCKGIWUND:

On August 26, 2004, Immigration & Customs Enforcement (ICE), Office
Professional Responsibility (CPR), JQint Intake center (.:IIC)! Washington,
D. C., received a Conduct Incident Report (erR) from DRS ICE Federal i'dr
Harshal -.erViC"'../FAM~..T~ "" Y' ".0 t alleged that Federal .Air. t/la.rSh.alS (b)(7)(C)
(Fl'JV;s) , and Prank TERRERI violated FJ\f·1S r

policies regar ing t..ce re ease o. sensitive! secure, or classified
informaticn.

On November 11, 2004, Senior Special Agent (SSA)
OPR/Chicago, conducted a review of the PAM'S Code of Conduct, which
revealed potentially restrictive pOlicies applied to TAM employees.
result of this revle\-l, OPR/Chicago forwarded, via Federal Express, a
of the FAM Code of Conduct to the fice of Principel Legal Advisor
(CPLz:,.), 'i'~ashington! D. C. (Exhibit 1).

As a
copy

On January 2, 2005, CPR/Chicago received documentation from OPLA
regardlng their review of the Ffu~S Code of Conduct policy. The review by
OPLA concluded that the FAMCode of Conduct policy is no: enforceable as
written (Exhibit 2) .

FAM/Chicago, President Of the Federal Air Marshals (b)(7)(C)
(FAMA) I was alleged by FA1'4 management to have violated the

Fl\M Code of Conduct policy previously determined by OPLA to be
unenforceable as written. Based on the legal opinion of CPLA, the
CPR/Chicago inv7stigati~udedthe following allegations rnade by FAN
management, agcunst Fl>.M-.J

1. Violation of FAlVIS Code of Conduct Directive ]lLll"] 3700,
Pa:a~raph ~7., Fl\lIJ _ al.lege~J.y made s~at,ements1 \\Ibich were
cn. t).cal oJ: r,pJ.1S management ana. FA>1VIS employees.

2. Violation of FAMS Code of Conduct Directive Amv1 3700,
Paragraph 11. PAM _behavior en behalf of FAMA may have
caused errbarrassment to FAMS, its management, and employees.

3. Violation of FAMS Ethics/Standards of Conduct Directive OMS
~110, .paraq.~.'r'aPh 6 (A) ,~l~)~andF~I'v1S. ?ode of CODeu.ct.... Directive, ADM
-5700! Paragraph 14. l'Ali; lnvOlvement lD FAIVA may constl tute
outside employment, which FAM failed to disclose.

4. Violation of FJI~MS Directive _zo,Dl'iI 3700 I
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~~~~cago investigation addressed the following a11eg,ations against

ALLEG,l\TION ONE: Unauthor'ized use of FI,J4S Badge Image on FAlJiA
Website.

TJNFOUNDED

l".LLEGATION TWQ: Failure to Safeguard Sensitiv~ or Secure
Information.

UNFOUNDED

ALLEGATION THREE:
UNFOUNDED

persenal Use of Government Equipment.

ALLEGATION FOUR:
'LJ'NFOlJNDED

Unauthorized Disclosure.

DETAILS OF I:N'\IESTIGAT!ON:

ALLEG.'-\.TION ONE: Unauthorized use of FAI'vlS Badge Image on FA[v1Ji.
v;rabsite.

0,1 November 17, 2004, SSAs &. conducted an interview
of FAY 1.-1 Prior to conduc;:ino the u:terview 1 FAM _was provided (b)(7)(C)
with tl~wing documents for h_s reVlew and signature;

~. Administrative Interview Notice of Rights and Obligations,
(FAMS Porm Ol"IS F 2130 July 04) .

2. DES ICE Disclosure "\'Jarning for Non-Bargaining Unit Employees
(Appendix C) .

During the interVie\v, FAM _denied ever maKl:.-tg unauthorized use of (b)(7)(C)
images of the Federal Air I'1aishal badge and/or providing t::he same to any
unau.Lhorized person(s), groups, organizat.ions, websites, and/or
associations.

OPR/Chicago investigation revealed that the '_\ image" utilized by the F}'tMA
website is of a nondescript nature and therefore not ld~ntj.fiable as a
badge utilized by the Federal Air Marshal Service.

l-',LLEGATION TWO: Failure to Safeguard Sensitive or Secure Information,
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ALIiLEGATION THREE: Personal Use of Government

On Novernber 17 t 2004, OPR/Chicago conducted an ntervJ.ew of Fp..jvl _Who
sta.t,ed that he ne"\ier utilized FAr~18 faci itieS.f supplies]
eg:uj..pluent I perc:;Jonnel, or to conduct any act 1.V.l ties for
purposes other than officlal zed aotivity.
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uncovered no
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this al management
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ALLEGATION FOUR: Unauthorized Disclosure.

On November 17 f 2004! cc:nducted an inter:i~w of FA}'I _ \'!ho
stated that he has never ~aocu, In any sensltlVE:,Secure/ or
classified to any unautlmrized persons, groups, or
associations.

Fol interview f F'.A1cIJ~rovided OPR/Chicago with
Nc,vE:mJ:;er 17} 2004 (Exhibit. 3).

aff (b)(7){C)

ion identified several sources for the
F~~ sources are readily

include infon-nation ded FAM
the FAMA website.

cago's
infcr:mation al.lEjg,::ai.
available to the

prmrided
that FA..M

ion .

ion determined
did not

and/or

.wV.Mo"".;;;''-".....T0
HO~v'jEI.,AND""","v-r",I"

OR INFORM
\~ITf1 A

ell cago invest
OPR/Chicago by FAM
IIlIlroleased sensitive,



}[AXSEX S X T LXV E X

Code
as

the

icy:of

to have
by OPLA to be
OPLA, thE: OPR/Chtcago

ions PAM mclni~gen1e1nt

the

DEPA~TM8NT OF EOMELfu~D
rCE

R ... PORT O.F
CON TIN

Association, was
or Poli
written. Based on legal opinion

ion ex~the fOll.owing
that FAM __violated the

8ECURITf-'-C PAGE :---S----..-."~--.

12. FtLE ID ;- (b)(2)

T I GAT ION i~-"RRPi5"R'rJrulvli3J~-;----(}O~I--;;:~
ION 1 (b)(7) C}

Additionally, FAM managem-e~n~t-"-:-1e-l~'the~vide~n?r
to the alleqation FAMlllllever released
sens tlve, secure, or f information to
or ions. Fk~ 18 ion was
Internet re . .'!Chicago has no eVTCieJrlCe

against

1. Violation of Fp~8 Codes of Condvct Directive ADM 370 f

14. FA(\.1 Management all that:: RZUvl _ had an
source of , \vhich he led to disclose.

condpc~OPR/Chicagoaddressed the
"'''10.,)''"";::> F,l\M_

low

ALLEGATION ONE: Failure t.o
Information.

S.en:sitiv:e or Secure

DETAILS OF INVESTIGATION:

ALI,EGAT I ON ONE: ure to Safequa.ra
Information.

Sensitive or Secure

On December' 06, 200.4, SSAs i & ----"conducted aD
interview of FAiYJ:-' Prior to con~.t.e~n_ervieY''''r FAl'v1 _was

ded ''lith th~wing for hi.s review and ure:

1. strative Inte::rview Notice of.
(FAMS Form OMS F 2130 04) .

and ions}

(b)(7)(C)

the interview r FAM~tated that :t'eieasea senSlC1ve,
secure, or classified information to any uIJal.~r.:>t:lorlzed persons; groups, or
associations.
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I"LLEGATION ONE: Failure to Sensi ive or Secure

~ber ~6, 2004, SSAS&_Ond~..L"'.,-,",-,­

~ Prlar to conducting the l.nterview, FI':J'1._ was -""v''-Y'in

",-ttl1 tne .L.L'.Lc~'-·,y.;,.~p..., documents for his rev.iew and slgnature:
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(FAMS Form OMS F 2130 July 04) . - (b)(7)(C)

sworn

On December lG, 2004, OPR/Chicago conducted an int.enriew of F}\~L
who denied releaEling sensitive, secure, or classified information to any
unauthorized persons, groups} or associations. OPR/Chicago investigation
determined that: the informat::ion provided OPR/Chicago by F.A.T"l management
relevant: to this allegation did not support the allegation that :221.1'-1

released sensitive} secure, and/or classified information.
A.dditl.'onallY ,. FAM.i management neithe~... 1'.Qvicted. nor prOduce._d any witn.esses
to support the allegat.ion that FAM ever released, in any form,
sensi tive, secure, or classified inI:ormaclOn to any unauthorized, g:roups,
or aSSOCiations. PAM rne.nagement I s allegation vIas based solely on
Internet resea:cch. OPR/Chicago has uncovered no evidence to support the
allegations against

Following the intervievv, Fl\.M _ provided OPR/Chicago with a

affidavit dated December 16, 2004 (Exhibit 6).
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Novembex' 17, 2004.

2. OPLA Memorandum -
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